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ICT ecosystem

• Advancements in the ICT and networks have changed our society

• 5G and 6G, infrastructures and services are more powerful,
efficient, and complex

• ICT and network advancements are enabling factors for a smart
society . . .
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. . . Everything is getting smart

Smart car Health CareMuseum and exhibitions

Augmented reality Intelligent shops

Smart entertainment systems

 

Smart governance

Smart e-commerce

Smart toothbrush
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Smart society
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Smart society - Advantages
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Smart services and security – Advantages

+++ Better protection mechanisms

+++ Business continuity and disaster recovery

+++ Prevention and response

. . . but . . .
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Smart services and security – Disadvantages

−−− More complexity . . .

. . . weakest link becomes a point of attack
◦ system hacking

◦ improper information leakage

◦ data and process tampering

−−− Explosion of damages and violations

−−− Loss of control over data and processes
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Maybe too smart? – 1
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Maybe too smart? – 2
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Security . . . a complex problem
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The role of data in a smart environment

=⇒ better governance and intelligent systems
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The most valuable resource - Data
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Impact on data protection and privacy
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Huge amount of data stored at external providers
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Cloud computing

• The Cloud allows users and organizations to rely on external
providers for storing, processing, and accessing their data

+++ high configurability and economy of scale

+++ data and services are always available

+++ scalable infrastructure for applications

• Users lose control over their own data

−−− new security and privacy problems

• Need solutions to protect data and to securely process them
in the cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

data owner cloud data owner cloud

functionality implies full trust in the CSP that has full access to the data (e.g., Google Cloud Storage, iCloud)

protection but limited functionality since the CSP cannot access data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

functionality but no protection
(key is with the CSP)

protection but limited functionality
(you cannot access data as you like)

data owner cloud data owner cloud

• functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

• protection but limited functionality since the CSP cannot access
data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: New vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

data owner cloud

client-side trust boundary: only the behavior of the client should be considered trusted
=⇒ techniques and implementations supporting direct processing

of encrypted data in the cloud

https://www.marsalproject.eu https://glaciation-project.eu https://serics.eu
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Data protection – Base level

©SPDP Lab – UNIMI 18/84



Data protection – Base level
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Data protection – Regulation
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Data protection – Confidentiality (1)

• Minimize release/exposition
◦ correlation among different data sources

◦ indirect exposure of sensitive information

◦ de-identification ̸= anonymization
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Data protection – Confidentiality (2)
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Characterization of Data Protection
Challenges in Cloud Scenarios



Scientific and technical challenges

Three dimensions characterize the problems and challenges
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Security properties
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Access requirements
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Architectures
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Combinations of the dimensions

• Every combination of the different instances of the dimensions
identifies new problems and challenges

• The security properties to be guaranteed can depend on the
access requirements and on the trust assumption on the providers
involved in storage and/or processing of data

• Providers can be:

◦ curious

◦ lazy

◦ malicious
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Digital Data Market



Goal and vision

Enable data sharing and collaborative computations in multi-provider /
multi-owner scenarios, while ensuring proper protection of sensitive or
company-confidential information
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Dimensions of the problems and challenges

• Requirements capturing and representation
policies regulating access, sharing, usage and processing

• Enforcing technologies
data wrapping / sanitization

• Enforcement phase
ingestion / storage / analytics
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Requirements capturing and representation

Data owners need to have a way to express their requirements and
having them enforced

Policies: regulate access, sharing, usage and processing of data
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Requirements capturing and representation

Data owners need to have a way to express their requirements and
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

Wrapping: provide protection by (partially or completely) disabling visibility of data, while preserving some functionality

Sanitization: provide protection by returning an obfuscated (e.g., not precise) version of the data
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Enforcement phase

• Ingestion / Storage / Analytics
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Some open issues

Computationintegrity

User
privacy

Access
confidentiality

Policy definition and

modeling

Fine-grained access

over encrypted data

Data publication 
and utility

Controlled 
collaborative 
query execution

Distributed resource allocationand computations

Secure energy-aware
data management

Green IT and
cybersecurity

Providers/plans

selection

Security 
metrics

Protection of
data at rest

Query
privacy
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Controlled Collaborative
Query Execution

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, "An Authorization Model for Query

Execution in the Cloud," in The VLDB Journal, vol. 31, n. 3, May 2022, pp. 555-579.
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Data markets

• Represent a promising solution for combining data from different
sources

• Store data of different owners that could be sensitive, proprietary,
or subject to access restrictions

• Participate and partially delegate query evaluation to third parties
=⇒ Need solutions for supporting controlled collaborative query

execution

 

 

 

 

 

 

data authority data authority

user

computational 

    providers
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Challenges: Policies

• Data could be sensitive, proprietary, or subject to
access restrictions

• Need to define policies to regulate data visibility

 

 

data authority

user data authority
computational 

    provider

a1 a2 a3 a4

 
a1 a2 a3 a4 a1 a2 a3 a4

policy
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Challenges: Information flows

• Need to ensure no information is directly or indirectly leaked in the
execution process

data authority

a1 a2 a3 a4

computational

    provider
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Challenges: Policy enforcement

• Need solutions for dynamically protect sensitive/confidential
information as needed

data authority computational

    provider

a1 a2 a3 a4 a1 a2 a3 a4extract protect
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Challenges: Independency

• Authorities/data owners need to independently specify the policies
regulating access to their own data

 

 

data authority

user data authority
computational 

    provider

a1 a2 a3 a4

 
a1 a2 a3 a4 a1 a2 a3 a4

policy

 

 

data authority

user data authority
computational 

    provider

b1 b2 b3 b4

 
b1 b2 b3 b4 b1 b2 b3 b4

policy
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Challenges: Preference factors

• Need to support the selective involvement of external providers
when convenient (e.g., economically) while preserving
data confidentiality

 

 

  

 

 

data authority data authority

user

computational 

    providers

$$

$

a1 a2 a3 a4

a1 a2

a3 a4

a1 a2
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Some existing approaches

• Sovereign joins

• Access patterns

• View-based access control

• Authorizations with join paths for enabling distributed query
evaluation

• . . .

• Controlled data sharing for collaborative queries in the cloud
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Controlled data sharing for collaborative queries

• Simple yet flexible authorization model

• Plaintext/encrypted visibility over attributes

• Authorities make data available, while maintaining control

• Users can involve external providers for query evaluation while
preserving data confidentiality
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Authorization model

• Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

Given a query plan, a set of cloud providers, and a set of
authorizations, compute an authorized assignment

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S B D T C P
Y S B D T C P
Z S B D T C P

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D=‘stroke’
GROUP BY T
HAVING avg(P)>100

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

X

Y

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

©SPDP Lab – UNIMI 44/84



Authorization model

• Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

Given a query plan, a set of cloud providers, and a set of
authorizations, compute an authorized assignment

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S D D T C P
Y S B D T C P
Z S B D T C P

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D=‘stroke’
GROUP BY T
HAVING avg(P)>100

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

X

Y

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
©SPDP Lab – UNIMI 44/84



Authorization model

• Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

• Given a query plan, a set of cloud providers, and a set of
authorizations, compute an authorized assignment

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S D D T C P
Y S B D T C P
Z S B D T C P

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D=‘stroke’
GROUP BY T
HAVING avg(P)>100

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

X

Y

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
©SPDP Lab – UNIMI 44/84



Authorization model

• Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

• Given a query plan, a set of cloud providers, and a set of
authorizations, compute an authorized assignment

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S D D T C P
Y S B D T C P
Z S B D T C P

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D=‘stroke’
GROUP BY T
HAVING avg(P)>100

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

X

Y

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
©SPDP Lab – UNIMI 44/84



Relation profile

• Captures information content of a relation R and includes

v : visible attributes: plaintext or encrypted in R’s schema

i : implicit attributes: conveyed, plaintext or encrypted, by R

selection: SELECT S FROM HOSP WHERE D=‘stroke’
leaks the value of D, even if D does not belong to the schema

grouping: SELECT COUNT(*) FROM HOSP JOIN INS ON S=C GROUP BY T
leaks information on tuples with the same value for T, even if T
does not belong to the schema

≃: equivalence relationship: among attributes connected in R’s
computation

comparing attributes: SELECT S FROM HOSP JOIN INS ON S=C
leaks the values of C, even if C does not belong to the schema

pp
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• Captures information content of a relation R and includes

v : visible attributes: plaintext or encrypted in R’s schema

i : implicit attributes: conveyed, plaintext or encrypted, by R

− selection: SELECT S FROM HOSP WHERE D=‘stroke’
leaks the value of D, even if D does not belong to the schema

− grouping: SELECT COUNT(*) FROM HOSP JOIN INS ON S=C GROUP BY T
leaks information on tuples with the same value for T, even if T does not
belong to the schema

≃: equivalence relationship: among attributes connected in R’s
computation
− comparing attributes: SELECT S FROM HOSP JOIN INS ON S=C

leaks the values of C, even if C does not belong to the schema

R
v:a

p
v1; : : : ; a

p
vn; a

e
v1; : : : ; a

e
vm

i:a
p
i1; : : : ; a

p

ih; aei1; : : : ; a
e
ik

':ffac1; : : : ; acxgg
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Profiles resulting from operations

Projection Selection

πA

v:Rvp
\ARve

\A

i:Rip Rie

':R'

R

v:Rvp Rve

i:Rip Rie

':R'

σaopx

v:Rvp Rve

i:Rip[(Rvp\fag)Rie[(Rve\fag)

':R'

R

σai opaj

v:Rvp Rve

i:Rip Rie

':R'[fai; ajg

R

v:Rvp Rve

i:Rip Rie

':R'

v:Rvp Rve

i:Rip Rie

':R'

Cartesian Product Join Group by
v:R

vp
l

[R
vp
r R

ve
l
[R

ve
r

i:R
ip
l
[R

ip
r R

ie
l
[R

ie
r

':R
'

l
[R

'

r

Rl Rr

×

v:R
vp
r R

ve
r

i:R
ip
r R

ie
r

':R
'

r

v:R
vp
l

R
ve
l

i:R
ip
l

R
ie
l

':R
'

l

v:R
vp
l [R

vp
r Rve

l [Rve
r

i:R
ip
l [R

ip
r Rie

l [Rie
r

':R'

l [R
'

r [fai; ajg

./ai opaj

Rl Rr

v:R
vp
r Rve

r

i:R
ip
r Rie

r

':R'

r

v:R
vp
l Rve

l

i:R
ip
l Rie

l

':R'

l

γA;f(a)

v:Rvp\(A[fag) Rve\(A[fag)

i:Rip[(Rvp\A)Rie[(Rve\A)

':R'

R

v:Rvp Rve

i:Rip Rie

':R'

User defined functions Encryption Decryption

µA;a

v:Rvp n (A n fag)Rve n (A n fag)

i:Rip Rie

':R'[A

R

v:Rvp Rve

i:Rip Rie

':R'

A

v:RvpnARve[A

i:Rip Rie

':R'

R

R

v:Rvp Rve

i:Rip Rie

':R'

A

v:Rvp[ARvenA

i:Rip Rie

':R'

R

v:Rvp Rve

i:Rip Rie

':R'
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Projection

πA

v:Rvp
\ARve

\A

i:Rip Rie

':R'

R

v:Rvp Rve

i:Rip Rie

':R'

v: B P

i: D

≃: SC

R1

πBP

v: BDTP

i: D

≃: SC

SELECT A
FROM R

SELECT B, P
FROM R1

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
©SPDP Lab – UNIMI 47/84



Selection – 1

σaopx

v:Rvp
R
ve

i:Rip
∪(Rvp

∩{a})Rie
∪(Rve

∩{a})

≃:R≃

R

v:Rvp
R
ve

i:Rip
R
ie

≃:R≃

v: BDTP

i: D

≃: SC

σD=′stroke′

v: BDTP

i:

≃: SC

R1

SELECT ∗
FROM R
WHERE a op x

SELECT ∗
FROM R1
WHERE D=‘stroke’

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Selection – 2

σai opaj

v:Rvp Rve

i:Rip Rie

≃:R≃
∪{ai, aj}

R

v:Rvp Rve

i:Rip Rie

≃:R≃

v: SCTP

i: D

≃: SC

σS=C

v: SCTP

i: D

≃:

R1

SELECT ∗
FROM R
WHERE ai op aj

SELECT ∗
FROM R1
WHERE S=C

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Cartesian product

v:R
vp
l

[R
vp
r R

ve
l
[R

ve
r

i:R
ip
l
[R

ip
r R

ie
l
[R

ie
r

':R
'

l
[R

'

r

Rl Rr

×

v:R
vp
r R

ve
r

i:R
ip
r R

ie
r

':R
'

r

v:R
vp
l

R
ve
l

i:R
ip
l

R
ie
l

':R
'

l

v: SCBP

i: D T

≃: SC

v: SCP

i:

≃: SC

v: B

i: DT

≃:

R1 R2

×

SELECT ∗
FROM Rl ×Rr
WHERE ai op aj

SELECT ∗
FROM R1 ×R2
WHERE S=C

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Join

v:R
vp
l [R

vp
r Rve

l [Rve
r

i:R
ip
l [R

ip
r Rie

l [Rie
r

':R'

l [R
'

r [fai; ajg

./ai opaj

Rl Rr

v:R
vp
r Rve

r

i:R
ip
r Rie

r

':R'

r

v:R
vp
l Rve

l

i:R
ip
l Rie

l

':R'

l

v: DCB

i: P

≃: SCD

v: C

i: P

≃: SC

v: DB

i:

≃:

⊲⊳D=C

R1 R2

SELECT ∗
FROM Rl JOIN Rr ON ai op aj

ON Disease=Customer
WHERE ai op aj

SELECT ∗
FROM R1 JOIN R2

ON S=C
WHERE S=C

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Group by

γA;f(a)

v:Rvp\(A[fag) Rve\(A[fag)

i:Rip[(Rvp\A)Rie[(Rve\A)

':R'

R

v:Rvp Rve

i:Rip Rie

':R'

γT,avg(P)

v: T P

i: DT

≃: SC

v: DTPSC

i: D

≃: SC

R1

SELECT A, f (a)
FROM R
GROUP BY A

SELECT T,AVG(P)
FROM R1
GROUP BY T

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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User defined functions

µA;a

v:Rvp n (A n fag)Rve n (A n fag)

i:Rip Rie

':R'[A

R

v:Rvp Rve

i:Rip Rie

':R'

µSB,S

v: SC T

i: D

≃: SBC

v: SBCT

i: D

≃: SC

R1

a AS UDF(A) S AS UDF(S,B)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Encryption

A

v:RvpnARve[A

i:Rip Rie

':R'

R

R

v:Rvp Rve

i:Rip Rie

':R'

v: SBT

i: D

':

T

R1

R1

v: SBT

i: D

':

ENCRYPT(R.A) ENCRYPT(R1.T)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Decryption

A

v:Rvp[ARvenA

i:Rip Rie

':R'

R

v:Rvp Rve

i:Rip Rie

':R'

T

v: SBT

i: D

':

R1

v: SBT

i: D

':

DECRYPT(R.A) DECRYPT(R1.T)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Plan with profiles

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D=‘stroke’
GROUP BY T
HAVING avg(P)>100

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

UY

HU

U

UY

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Plan with profiles

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D=‘stroke’
GROUP BY T
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v: SDT
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Authorized visibility

S is authorized for R iff she has
• plaintext visibility on plaintext (visible or implicit) attributes

• plaintext or encrypted visibility on encrypted (visible or
implicit) attributes

• uniform (plaintext or encrypted) visibility on equivalent
attributes
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Authorized visibility

S is authorized for R iff she has
• plaintext visibility on plaintext (visible or implicit) attributes

• plaintext or encrypted visibility on encrypted (visible or
implicit) attributes

• uniform (plaintext or encrypted) visibility on equivalent
attributes

v: P BSC

i:

': SC

R

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P × cannot see P
I S B D T C P ××× no uniform vis. on ≃ { S ,C}
U S B D T C P × cannot see B (nor B)
X S D D T C P × cannot see B (nor B)
Y S B D T C P ✓ authorized
Z S B D T C P × cannot see B (nor B)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Compute assignments

• Encrypting attributes not needed in plaintext for operands
evaluation can increase candidates

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

U

HU

U

UY

v: SDT
i:
':

v: SDT
i:D
':

v: SDTCP
i:D
': SC

v:TP
i:DT
': SC

v:TP
i:DTP
': SC

v:CP
i:
':

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)H I

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Compute assignments

• Encrypting attributes not needed in plaintext for operands
evaluation can increase candidates

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

U

HU

U

UY

v: SDT
i:
':

v: SDT
i:D
':

v: SDTCP
i:D
': SC

v:TP
i:DT
': SC

v:TP
i:DTP
': SC

v:CP
i:
':

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)H I

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

P

CPSDT
v: SDT
i:
':

v: SDT
i:D
':

v: SDTCP
i:D
': SC

v:TP
i:DT
': SC

v:PT
i:PDT
': SC

IUXYZH

HUYZX

UY

HUYZX

v:CP
i:
':

Ins(C,P)

πS;D;T

Hosp(S,B,D,T)
H I

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Minimally extended query plan

• Given a candidate for each node
◦ encrypt attributes when needed for obeying authorizations

◦ decrypt attributes when needed for the execution of an operation

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S D D T C P
Y S B D T C P
Z S B D T C P σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

Y

v: SDT
i:
':

v: SDT
i:D
':

v: SDTCP
i:D
': SC

v:TP
i:DT
': SC

v:TP
i:DTP
': SC

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

IUXYZ

HUYZ

XHUYZ

U

H I

v:CP
i:
':

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Minimally extended query plan

• Given a candidate for each node
◦ encrypt attributes when needed for obeying authorizations

◦ decrypt attributes when needed for the execution of an operation
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HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S D D T C P
Y S B D T C P
Z S B D T C P σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

Y

v: SDT
i:
':

v: SDT
i:D
':

v: SDTCP
i:D
': SC

v:TP
i:DT
': SC

v:TP
i:DTP
': SC

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

IUXYZ

HUYZ

XHUYZ

U

H I

v:CP
i:
':

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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X
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Y
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v: SDT
i:D
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':

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

×

X

×

X

H I
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X

X

H I

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)

©SPDP Lab – UNIMI 59/84



Minimally extended query plan

• Given a candidate for each node
◦ encrypt attributes when needed for obeying authorizations

◦ decrypt attributes when needed for the execution of an operation

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S D D T C P
Y S B D T C P
Z S B D T C P σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

X

Y

CP
v: SDT
i:
':

v:DTS
i:D
':

v:DTSCP
i:D
': SC

v:T P
i:DT
': SC

v:CP
i:
':

S

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

×

X

X

X

H I

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)

©SPDP Lab – UNIMI 59/84



Minimally extended query plan

• Given a candidate for each node
◦ encrypt attributes when needed for obeying authorizations

◦ decrypt attributes when needed for the execution of an operation

Relation
HOSP@H INS@I

S
ub

je
ct

H S B D T C P
I S B D T C P
U S B D T C P
X S D D T C P
Y S B D T C P
Z S B D T C P σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

H

X

X

Y

CP
v: SDT
i:
':

v:DTS
i:D
':

v:DTSCP
i:D
': SC

v:T P
i:DT
': SC

v:CP
i:
':

S

πS;D;T

Hosp(S,B,D,T)
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Key management

• Attributes in conditions comparing them must use the same key

=⇒ attributes in the same equivalence set in the root use
the same key

• Keys distributed to subjects in charge of enc/dec

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

P

H

X

Y

CP
v: SDT
i:
':

v:DTS
i:D
':

v:DTSCP
i:D
': SC

v:T P
i:DT
': SC

v:TP
i:DTP
': SC

v:CP
i:
':

S

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

HUYZ

XHUYZ

U

H I

kSC: same key for S and C given to
H for encrypting S, I for encrypting C

kP: key for P given to
I for encryption, Y for decryption
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Query dispatch

• Each sub-query is signed with the private key of the user and
encrypted with the public key of the assignee

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

P

H

X

Y

CP
v: SDT
i:
':

v:DTS
i:D
':

v:DTSCP
i:D
': SC

v:T P
i:DT
': SC

v:TP
i:DTP
': SC

v:CP
i:
':

S

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

HUYZ

XHUYZ

U

H I

S Receives (reqS) Performs (qS)
SELECT T,decrypt(Pk ,kP) AS P

Y [[qY,(P,kP)]priU ]pubY FROM JreqXK
WHERE P >100

SELECT T,avg(Pk) AS Pk

X [[qX,-]priU ]pubX FROM JreqHK JOIN JreqIK ON Sk=Ck

GROUP BY T

SELECT encrypt(S,kSC),D,T
H [[qH ,(S,kSC)]priU ]pubH FROM HOSP

WHERE D=‘stroke’

I [[qI ,(C,kSC)(P,kP)]priU ]pubI
SELECT encrypt(C,kSC),encrypt(P,kP)
FROM INS
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Summary

Novel and flexible approach for collaborative query evaluation

• authorities regulate access to their data

• users selectively involve external providers

• experiments show cost/performance savings in respect of
authorizations

Several variations/open issues still need to be considered . . .
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Other Considerations



Economic/Performance Costs

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, "An Authorization Model for Query

Execution in the Cloud," in The VLDB Journal, vol. 31, n. 3, May 2022, pp. 555-579.
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Economic/performance costs

• Different authorized assignments may bear different
economic/performance cost:

◦ cost of encryption/decryption

◦ cost of computation

◦ cost of data transmission
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Economic/performance costs – Example

σD=0stroke0

./S=C

γT;avg(P)

σavg(P)>100

P

H

X

Y

CP
v: SDT
i:
':

v:DTS
i:D
':

v:DTSCP
i:D
': SC

v:T P
i:DT
': SC

v:TP
i:DTP
': SC

v:CP
i:
':

S

πS;D;T

Hosp(S,B,D,T)
Ins(C,P)

HUYZ

XHUYZ

U

H I

=⇒ determine an assignment that leverages on-the-fly encryption to
minimize overall cost (including cost of encryption/decryption)

HOSP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Computing a minimum cost assignment

• Two steps approach:

1. Compute candidates based on authorizations and assuming to
encrypt all attributes not needed in plaintext for operands evaluation

2. Determine an assignment such that the resulting query plan has
minimum cost

• Minimization of the overall cost of query execution:

min(OP_EXEC + ENC_DEC + TRANSF)
operation execution encryption/decryption data transfer
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Trusted Hardware

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Distributed Query Execution under

Access Restrictions,” in COSE , vol. 127, April 2023
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Trusted hardware – 1

• Providers could be equipped with trusted hardware components
for query execution

 

 

 

 

 

 

 

 

 

data authority data authority

user

computational 

    providers

 

 

  

=⇒ need to integrate the use of a trusted hardware in the
authorization model by properly defining its visibility over the
data
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Trusted hardware – 2

• Transmission of data to the trusted hardware is mediated by the
subject hosting it

• Modeled as a different subject with authorizations more
permissive than the ones of the subject hosting it

◦ can access in plaintext at least the same attributes accessible to
the hosting subject

◦ can access in plaintext or encrypted a subset of the set of plaintext
and encrypted attributes accessible to the hosting subject
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Data Encryption in Storage

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Distributed Query Execution under

Access Restrictions,” in COSE , vol. 127, April 2023
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Encryption for protecting data in storage

Data stored at external storage providers might be encrypted by their
owner for confidentiality

 

 

 

 

 

 

   data 

authority

user

computational 

    providers

   data 

authority

storage 

provider

storage 

provider

need mechanisms to support collaborative query execution over
encrypted data
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Collaborative computations over encrypted data

• In-storage encryption

◦ is static and might not support the evaluation of the operations

◦ is independently applied by each owner (different schemas and/or
keys) and hence does not support comparison

=⇒ re-encryption by authorized subjects to support collaborative query
execution over data encrypted in storage

• Relation profile extended to capture the possible encrypted
representation of attributes in storage

R

v {apv1, . . . , a
p
vn} {aev1, . . . , a

e
vm} {aEv1, . . . , a

E
vh}

i {api1, . . . , a
p
ik} {aei1, . . . , a

e
ix}

≃ {{ac1, . . . , acy}}
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Data and Computation Integrity

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, R. Sassi, P. Samarati, “Sentinels and Twins: Effective

Integrity Assessment for Distributed Computation,” in IEEE TPDS, vol. 34, n. 1, January 2023, pp. 108-122
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Data and computation integrity – 1

• Data storage and processing may be performed by non
trustworthy providers

• Need mechanisms that provide integrity for query results:

◦ correctness: computed on genuine data

◦ completeness: computed on the whole data collection

◦ freshness: computed on the most recent version of the data
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Data and computation integrity – 2

• Deterministic solutions based on a data structure (e.g., signature
chains, Merkle hash trees, skip lists), need knowledge of the
workload

• Probabilistic solutions based on dynamic insertion of control
information:

◦ markers/sentinels: fake tuples/tasks for which result is known

◦ data job/replication: replicated tuples/tasks to check consistency in
the result
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Probabilistic approach for join queries

• A client, with the cooperation of the storage servers, can assess
the integrity of joins performed by a computational cloud

• Protection techniques:

◦ encryption makes data unintelligible

◦ markers, fake tuples not recognizable as such by the computational
cloud (and not colliding with real tuples)

◦ twins, replication of existing tuples

• A marker missing or a twin appearing solo =⇒ integrity violation

• Probabilistic guarantee depending on the amount of control
(markers and twins) inserted
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On-the-fly encryption

• Server S encrypts B(I, Att), obtaining Bk(Ik, B.Tuplek)

◦ For each t in B, there is τ in Bk: τ[Ik]=Ek (t [I]) and τ[B.Tuplek]=Ek (t )

◦ E is a symmetric encryption function with key k

◦ k is defined by the client and changes at every query

• Encryption provides data confidentiality
L

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe

R
I Attr

r1 a flu
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e flu
r6 e cancer

J
L.I L.Attr R.I R.Attr

l1 a Ann a flu r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3

©SPDP Lab – UNIMI 78/84



On-the-fly encryption

• Server S encrypts B(I, Att), obtaining Bk(Ik, B.Tuplek)

◦ For each t in B, there is τ in Bk: τ[Ik]=Ek (t [I]) and τ[B.Tuplek]=Ek (t )

◦ E is a symmetric encryption function with key k

◦ k is defined by the client and changes at every query

• Encryption provides data confidentiality
Lk

Ik L.Tuplek
α λ1
β λ2
γ λ3

Rk
Ik R.Tuplek
α ρ1
α ρ2
β ρ3
ε ρ4
ε ρ5
ε ρ6

Jk
L.Ik L.Attrk R.Ik R.Attrk
α λ1 α ρ1
α λ1 α ρ2
β λ2 β ρ3
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Markers

• Artificial tuples injected into L by Sl and R by Sr

◦ not recognizable by the computational server

◦ do not generate spurious tuples

◦ inserted in a concerted manner to guarantee that they belong to the
join result

• The absence of markers signals incompleteness of the join result
L

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe

R
I Attr

r1 a flu
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e flu
r6 e cancer

J
L.I L.Attr R.I R.Attr

l1 a Ann a flu r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
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Markers

• Artificial tuples injected into L by Sl and R by Sr

◦ not recognizable by the computational server

◦ do not generate spurious tuples

◦ inserted in a concerted manner to guarantee that they belong to the
join result

• The absence of markers signals incompleteness of the join result
L∗

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe
m1 x marker1

R∗

I Attr
r1 a flu
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e flu
r6 e cancer
m2 x marker2

J∗

L.I L.Attr R.I R.Attr
l1 a Ann a flu r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
m1 x marker1 x marker2 m2
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Twins

• Duplicates of tuples that satisfy condition Ctwin that
◦ is defined on the join attribute I

◦ tunes the percentage pt of twins

◦ is defined by the client and communicated to Sl and Sr

• Twin pairs are not recognizable by the computational server

• A twin appearing solo signals incompleteness of the join result
L

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe

R
I Attr

r1 a flu
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e flu
r6 e cancer

J
L.I L.Attr R.I R.Attr

l1 a Ann a flu r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
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Twins

• Duplicates of tuples that satisfy condition Ctwin that
◦ is defined on the join attribute I

◦ tunes the percentage pt of twins

◦ is defined by the client and communicated to Sl and Sr

• Twin pairs are not recognizable by the computational server

• A twin appearing solo signals incompleteness of the join result
L∗

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe
l̄2 b̄ Beth

R∗

I Attr
r1 a flu
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e flu
r6 e cancer
r̄3 b̄ ulcer

J∗

L.I L.Attr R.I R.Attr
l1 a Ann a flu r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
l̄2 b̄ Beth b̄ ulcer r̄3
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Probabilistic approach for join queries – Example

©SPDP Lab – UNIMI 81/84



Probabilistic approach for join queries – Example

©SPDP Lab – UNIMI 81/84



Probabilistic approach for join queries – Example

©SPDP Lab – UNIMI 81/84



Probabilistic approach for join queries – Example

©SPDP Lab – UNIMI 81/84



Probabilistic approach for join queries – Example
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Probabilistic approach for join queries – Example
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Markers and twins: Integrity guarantees

• The guarantee offered by markers and twins can be measured as
the probability of the computational cloud to go undetected when
omitting tuples

• Markers and twins offer complementary protection:
◦ Twins are twice as effective as markers, but loose their

effectiveness when the computational cloud omits a large fraction of
tuples (extreme case: all tuples omitted)

◦ Markers allow detecting extreme behavior (all tuples omitted) and
provide effective when the computational cloud omits a large
fraction of tuples
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Markers and twins: Some considerations

• For 1:n joins, join profile needs to be protected (salts and buckets)

• Markers and twins need to be non recognizable

• Consideration of generic computations involving different sets of
workers

©SPDP Lab – UNIMI 83/84



Conclusions

• Advancements in ICT and networks:

◦ enable new and better applications and services, bringing social
and economic benefits

◦ need to address new security and privacy risks and challenges

. . . towards allowing society to fully benefit from information technology
while enjoying security and privacy
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