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ICT ecosystem

e Advancements in the ICT and networks have changed our society

e 5G and 6G, infrastructures and services are more powerful,
efficient, and complex

L
&

¢ ICT and network advancements are enabling factors for a smart
society ...
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... Everything is getting smart

\ .
Smart entertainment systems Smart governance Smart toothbrush
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Smart society - Advantages

Utilities

Financial Services

Transportation L
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Health & Life Science o ¥
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Telecommunications \,\f)

Law Enforcement

Multiple Industries
Manufacturing
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Smart services and security — Advantages

+ Better protection mechanisms

+ Business continuity and disaster recovery

+ Prevention and response

.. but ...
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Smart services and security — Disadvantages

— More complexity ...

... weakest link becomes a point of attack
o system hacking

o improper information leakage

o data and process tampering

— Explosion of damages and violations

— Loss of control over data and processes
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Maybe too smart? — 1

The Joy of Tech - by Nitrozac & Snagay

The Internet of ransomware things...
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30 BUCKS IN
BITCOIN, OR NEXT
I SMELL
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SLEEP.
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Maybe too smart? — 2
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Security ... a complex problem

Protection of ihfrastructure

Protection of devices

Protection of data
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The role of data in a smart environment

Collection of information

smart

Analysis of & Analytics devices

information €&

Use and sharing
of information

— better governance and intelligent systems



The most valuable resource - Data

INQUIRER
Fuel of the future

The new oil: data is the world’s most Data is giving rise to a new economy
valuable resource

How s it shaping up?

'Data is the new oil': Your personal
information is now the world's

P i
most valuable commodity Why

Huge amounts of data are controlled by just 5 global mega-corporations t. s
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‘The Economist, Monday, May 8, 2017 6:22 AM

Data is now the world's most valuable resource according to The Economist,
which reports on antitrust concerns about Alphabet (Google's parent company),
Amazon, Apple, Facebook, and Microsoft, all of which have tons of data. The
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Impact on data protection and privacy

Uber reveals 2.7 million UK users of its
app were affected by a mass data
breach that saw names, emails and
phone numbers stolen

Computer Scientists Develop a Simple Tool to Tell If
Websites Suffered a Data Breach

Published: December 12, 2017.

The Dutch Data Protection Authority

Uber says data breach compromised 380K  gccidentally leaked its employees’
users in Slngapore

o A
B Over 100GB of Secret Consumer Credit Data Leal
Online

A collection of 1.4 Billion Plain-Text Icaked credentials.
is available online

December 12,2017 By Pierluigi Paganini

[ £ wyrase Bt v 2]
G+

A 41-gigabyte archive containing 1.4 Billion credentials in
clear text was found in dark web, it had been updated at the

data
use hes boen ed o these uso =] Appr?x. 9,000 Penn students affected by
security breach that released their private
information
—  Kell Halrzeding | £5/72715 30500
MASSIVE

Personal Data of Over 143 Million Americans Stolen
from a Credit Reporting Firm

O ’ I e R s
63,500 records breached by a
misconfigured database 9
,Josica Davis
hy
a
ffsc "
: W,
Equifax discovers another 2.4 million customers hit N or

end of November X
Former nursing home employee
dmi lii id ! credit card

numbers

Shaniece Borney, 29, will be forced to pay the victims back and could
face an additional $250,000 fine, 10 years in prison or both.

Facebook admits to far higher number of
data breaches

Facebook has said personal data on 87 million users was shared with Cambridge
Analytica, millions more than it admitted earlier. The social media giant also unveiled new
privacy rules, but the whiff of scandal lingers.
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Deloitte hit by cyber-attack revealing
clients’ secret emails

Carphone Warehouse Breach: ‘Striking' Failures
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Huge amount of data stored at external providers
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Cloud computing

e The Cloud allows users and organizations to rely on external
providers for storing, processing, and accessing their data

+ high configurability and economy of scale
+ data and services are always available

+ scalable infrastructure for applications

e Users lose control over their own data

— new security and privacy problems

o Need solutions to protect data and to securely process them
in the cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

B B

data owner cloud data owner cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

BH-ca fB-—-C0

data owner cloud data owner cloud

functionality

o functionality
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

g—-a fA-—-O

data owner cloud data owner cloud

functionality but no protection
(key is with the CSP)

o functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

data owner cloud data owner cloud

functionality but no protection protection
(key is with the CSP)

o functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

e protection
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

g gta

data owner cloud data owner cloud
functionality but no protection protection but limited functionality
(key is with the CSP) (you cannot access data as you like)

o functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

e protection but limited functionality since the CSP cannot access
data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: New vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

S

data owner cloud

RéAL

M\A/ https://Awww. ject.eu 6 http: iation-project.eu ﬁSERICS https:/serics.eu
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Cloud computing: New vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

~F-()

data owner cloud

e client-side trust boundary: only the behavior of the client should
be considered trusted
— techniques and implementations supporting direct processing
of encrypted data in the cloud

RéAL
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Data protection — Base level
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Data protection — Base level

jobs dating more~ Interational edition ~
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fashion environment tech  travg
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: o on .
by biggest data breach in history Affected 143 Milli s 0000
The latest incident to emerge - which happened in 2013 - is probably distinct o smc_gLBERNARD,ﬂFFWHSU'mmu:nmmm

from the breach of 500m user accounts in 2014

4> Technology

Hackers steal 2.5
million PlayStation
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. Thursday
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Healthcare ITNews o
Privacy & Security
Even with encryption, EMR data
atrisk e ———————————————

Security
Two million customer records pillaged
in IT souk CeX hack attack

'While encryption could offer some protections ... it also has
serious limitations'
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Data protection — Regulation

Access and usage control Selective sharing

. General CALIFORNIA
Data CONSUMER
Protection PRIVACY

* Regulation ACT

Governance and regulation
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Data protection — Confidentiality (1)

e Minimize release/exposition

o correlation among different data sources
o indirect exposure of sensitive information

o de-identification # anonymization
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Data protection — Confidentiality (2)
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Characterization of Data Protection

Challenges in Cloud Scenarios




Scientific and technical challenges

Three dimensions characterize the problems and challenges

SECURITY PROPERTIES
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Security properties

Confidentiality
« data externally stored
e users identities
« actions that users perform on the data

Integrity
« data externally stored
e computation and query results

SLA compliance
e assurance and certification
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Access requirements

Data archival
» upload/download
» protection of data in storage

Data retrieval/extraction
| s support for fine-grained data retrieval and queries
‘  protection of computations and query results

Data update
e support for access retrieval and enforcement of updates
» protection of the actions and of their effects on the data
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Architectures

1 user - 1 provider

~ « protection of data at rest
PF=Yas © « fine-grained retrieval
e query privacy/integrity

L n users - * providers
L ] . \
T - © + authorizations and access control

e multiple writers

* users - n providers
« controlled data sharing and computation
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Combinations of the dimensions

e Every combination of the different instances of the dimensions
identifies new problems and challenges

e The security properties to be guaranteed can depend on the
access requirements and on the trust assumption on the providers
involved in storage and/or processing of data

e Providers can be:

o curious
o lazy

o malicious
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Digital Data Market



Goal and vision

Enable data sharing and collaborative computations in multi-provider /
multi-owner scenarios, while ensuring proper protection of sensitive or
company-confidential information
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Dimensions of the problems and challenges

e Requirements capturing and representation
policies regulating access, sharing, usage and processing

e Enforcing technologies
data wrapping / sanitization

e Enforcement phase
ingestion / storage / analytics
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Requirements capturing and representation

Data owners need to have a way to express their requirements and
having them enforced

—
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Requirements capturing and representation

Data owners need to have a way to express their requirements and
having them enforced

e Policies regulate access, sharing, usage and processing of data

=
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

—

—
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

e Wrapping: provide protection by (partially or completely) disabling
visibility of data while preserving some functionality

—

—
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

e Wrapping: provide protection by (partially or completely) disabling
visibility of data while preserving some functionality
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

e Wrapping: provide protection by (partially or completely) disabling
visibility of data while preserving some functionality
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

e Wrapping: provide protection by (partially or completely) disabling
visibility of data while preserving some functionality

e Sanitization: provide protection by returning an obfuscated (e.g.,
not precise) version of the data

—
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

e Wrapping: provide protection by (partially or completely) disabling
visibility of data while preserving some functionality

e Sanitization: provide protection by returning an obfuscated (e.g.,
not precise) version of the data

i
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Enforcing technologies

Techniques and mechanisms for enforcing data protection

e Wrapping: provide protection by (partially or completely) disabling
visibility of data while preserving some functionality

e Sanitization: provide protection by returning an obfuscated (e.g.,
not precise) version of the data

I
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Enforcement phase

e Ingestion / Storage / Analytics
Q) [S—
et
88
a‘\a — Data Market
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=
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LEGEND ) policy 3 plaintext data EBB wrapped data @D sanitized data
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Enforcement phase

e Ingestion / Storage / Analytics

Q) [S—
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aa\\a " Ingestion % Data Market
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Enforcement phase

e Ingestion / Storage / Analytics

Q) [S—
§6 ';*
2aB= Y

aa\\a " Ingestion % Data Market

Ingestion

Storage

A= 4

~————— Ingestion

LEGEND ) policy 3 plaintext data EBB wrapped data @D sanitized data
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Enforcement phase

e Ingestion / Storage / Analytics

Q) [S—
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aa\\a " Ingestion % Data Market
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Ingestion
Analytics
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Some open issues
T

Controlled Distrib g"
collaborative and coﬁ‘:’ﬁt; etSOurc allocation
query executio sS
e
A ag da\a »

o (d\“e e
F\S:tge“c‘ﬂp .
° e
jaers

cS’etcure energy-aware or o \é c“on@
ata managemenﬁ
-
fl=DeE User
= privac

ACCeS o %
COﬂﬁdenﬁamy

Security
metrics
— Query @
Co ' ‘
mDUtatlon Protection of, ’—1 privacy.*
data at rest @
olicy definition and

’nteg rity
modeling | —

Green IT and
cybersecurity S=10 %

Data publication
and utility
g ,@f&\"\?

©SPDP Lab — UNIMI

34/84



Some open issues
T

Dnstrlbutedr g‘
e
-

Controlled
collaborative
query executio .
aooess
\ed da\’a

Secure energy-aware
data managemem@ 3
-

. ' rivac
COﬂfldentiamy E p

Security
metrics
— Query @
Co ' ‘
mDUtatlon Protection of, ’—1 privacy.*
data at rest @
olicy definition and

’nteg rity
modeling | —

Green IT and
cybersecurity 10 %

Data publication ‘
and utility
g if.&?

©SPDP Lab — UNIMI

34/84



Controlled Collaborative
Query Execution

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, "An Authorization Model for Query
Execution in the Cloud," in The VLDB Journal, vol. 31, n. 3, May 2022, pp. 555-579.
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Data markets

e Represent a promising solution for combining data from different
sources

e Store data of different owners that could be sensitive, proprietary,
or subject to access restrictions

e Participate and partially delegate query evaluation to third parties
— Need solutions for supporting controlled collaborative query

execution Q

A e o _
[2F oo \ﬁ ~
-

data authority data authority
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Challenges: Policies

e Data could be sensitive, proprietary, or subject to
access restrictions

o Need to define policies to regulate data visibility

2|

data authority

'[El122[23 24| [alls2]a3 24| [alls2]a3 a4]

e e -

~
'
tational |
user data authority cor;\f;v;el?na i
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
policy
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Challenges: Information flows

¢ Need to ensure no information is directly or indirectly leaked in the
execution process

= [a1]a2]a3 [24]
S JEpEsEE

data authority computational
provider
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Challenges: Information flows

¢ Need to ensure no information is directly or indirectly leaked in the
execution process

Ig‘.I
) >
—= --

data authority computational
provider
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Challenges: Information flows

¢ Need to ensure no information is directly or indirectly leaked in the
execution process

(o [al[a2[a3 [a4 a5
_ N

data authority computational
provider
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Challenges: Information flows

¢ Need to ensure no information is directly or indirectly leaked in the
execution process

(o [al[a2[a3 [a4]a5
_ N
X

data authority computational
provider
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Challenges: Policy enforcement

o Need solutions for dynamically protect sensitive/confidential
information as needed

[a1[a2a3 [a4]

] € extract
i~

data authority

protect

ii T ‘

computational
provider
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Challenges: Independency

e Authorities/data owners need to independently specify the policies
regulating access to their own data

/Y

Mt

data authority data authority

%a1\32|a3\a4 al [a2[a3 a4 al [a2]a3 (a4 3 bl [b27b3 (b4 bl [b27b3 (b4 bl b2[b3 [b4] |
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computational |

user data authority provider

policy policy
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Challenges: Preference factors

¢ Need to support the selective involvement of external providers
when convenient (e.g., economically) while preserving
data confidentiality

~

[ ]
Q g providers
data authority data autﬁorlty
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Some existing approaches

Sovereign joins

Access patterns

View-based access control

Authorizations with join paths for enabling distributed query
evaluation

Controlled data sharing for collaborative queries in the cloud
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Controlled data sharing for collaborative queries

Simple yet flexible authorization model

Plaintext/encrypted visibility over attributes

e Authorities make data available, while maintaining control

Users can involve external providers for query evaluation while
preserving data confidentiality
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Authorization model

e Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

©SPDP Lab — UNIMI 44/84



Authorization model

e Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

Relation

HOSP@H | INS@I

H| SBDT CP |

I SBDT CP
‘g U|S DT CP
2/ X| S DT CP
AalY| SBDT | CP
Z|S DT CP

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Authorization model

e Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

e Given a query plan, a set of cloud providers, and a set of
authorizations, compute an authorized assignment

Relation
HOSP@H | INS@I

H SBDT CP |

I SBDT CP
g U| S DT CP
| X| S DT CP
@|Y|SBDT | CP

Z| S DT CP

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Authorization model

e Authorities specify authorizations on their relations granting
access to attributes in two forms: plaintext and encrypted

e Given a query plan, a set of cloud providers, and a set of
authorizations, compute an authorized assignment

Relation =
HOSP@H | INS@I ave(P)> 100
H| SBDT CP |
I SBDT CP
g U|S DT CP
| X| S DT CP
AalY| SBDT | CP
Z|S DT CP
SELECT T, avg(P) OD=stroke >
FROM HosP JOIN INS ON S=C
WHERE D="'stroke’
7SD,T
GROUPBY T s INS(C.P)
HAVING avg(P)>100 Hosp(5,B,D,T)
HosP(SSN, Birth, Disease, Treatment INS(Customer, Premium
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Relation profile

e Captures information content of a relation R and includes
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Relation profile

e Captures information content of a relation R and includes

v: visible attributes: plaintext or encrypted in R’s schema
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Relation profile

e Captures information content of a relation R and includes
v: visible attributes: plaintext or encrypted in R’s schema

i implicit attributes: conveyed, plaintext or encrypted, by R

— selection: SELECT S FROM HOSP WHERE D="'stroke’
leaks the value of D, even if D does not belong to the schema

— grouping: SELECT COUNT(*) FROM HOSP JOIN INS ON S=C GROUP BY T
leaks information on tuples with the same value for T, even if T does not
belong to the schema
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Relation profile

e Captures information content of a relation R and includes
v: visible attributes: plaintext or encrypted in R’s schema

i implicit attributes: conveyed, plaintext or encrypted, by R

— selection: SELECT S FROM HOSP WHERE D="stroke’
leaks the value of D, even if D does not belong to the schema

— grouping: SELECT COUNT(*) FROM HOSP JOIN INS ON S=C GROUP BY T
leaks information on tuples with the same value for T, even if T does not
belong to the schema

R

equivalence relationship: among attributes connected in R’s
computation

— comparing attributes: SELECT S FROM HOSP JOIN INS ON S=C
leaks the values of C, even if C does not belong to the schema
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Relation profile

e Captures information content of a relation R and includes

v: visible attributes: plaintext or encrypted in R’s schema

i implicit attributes: conveyed, plaintext or encrypted, by R

— selection: SELECT S FROM HOSP WHERE D="stroke’
leaks the value of D, even if D does not belong to the schema

— grouping: SELECT COUNT(*) FROM HOSP JOIN INS ON S=C GROUP BY T
leaks information on tuples with the same value for T, even if T does not
belong to the schema

r

. equivalence relationship: among attributes connected in R’s
computation

— comparing attributes: SELECT S FROM HOSP JOIN INS ON S=C
leaks the values of C, even if C does not belong to the schema

L)

S gl oD peimge
Vi, ... ab AN
,a

©SPDP Lab — UNIMI 45/84



Profiles resulting from operations

Projection

v ROP0A RV v RYP RS

} R |l

e REU{a, a5}
. RUPIRUE

~ R

Cartesian Product

Group by
v RPOR RpSORY

v RVP(AU{a)) RUEADE) |
F 1) REOERYNA)

o R e o R o RV v ROPIRYE

o~ R

R 2P |

~ R ~ R

User defined functions

Encryption

Decryption
a0 (AN (o)) TR o R\ ARG o ROPUA TR
~: R=UA ; CrD =R : o R

v: RVP R v RV

v RV |
R

R
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Projection

Ri(i

SELECT A

FROM

R

SELECT B, P
FROM R;

HosP(SSN, Birth, Disease, Treatment)

INS(Customer, Premium)

47/84
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Selection — 1

su: RYP R ‘
- i RPU(RYPN{a}) R
‘o~ RE :
Tt
i R |8
‘oo R :
SELECT = SELECT =«
FROM R FROM R,

WHERE aop x WHERE D='stroke’

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
48/84
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Selection — 2

v RVP [RVe J v SCITP
S l.)//) Ri(" D
EH R:U{a“aj} 2 SC
v RVP |9 v
: l.,/'/) RI,'(’, D
oo R : B
SELECT * SELECT x*
FROM R FROM R
WHERE ¢; op g; WHERE S=C

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
49/84
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Cartesian product

v RPUR” RJCURYE
~¢ i RPUR?

SELECT = SELECT
FROM  R; xR, FROM R; xR,

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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;"’U: R;}pURim R})EURSQ
a;opay i /1’,//'«,/?,//] R/i{:URrZ.C
"ot REURE U{ay, a5}

D]

v: R,bp R

<t
G R R

SELECT x SELECT x
FROM  R; JOIN R, ON a; op a; FROM Rj JOINR;
ON S=C

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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u RPN (AU{a}) RYA(AU]a}) : SuT [P
Gas@ - i RPU(RPNA) R Trave®) - DT
"~ RE : “~:SC
o RPIRYE ZuDTPSE
i RP Wi D 3
e~ R : ~~: SC
SELECT  A,f(a) SELECT  T,AVG(P)
FROM R FROM Ry
GROUP BY A GROUPBY T

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
52/84

©SPDP Lab — UNIMI



User defined functions

S u RPN (A\{a}) R’”e\(A\{a}) GO OF
ab -l g /1)//' e . ‘@ 0 D
~: R~UA E SBC :
v RVPJRPE v SBCMY
‘D i R'P IRe ‘b (3 D
~: R : ~:SC
a AS UDF(A) S As UDF(S,B)

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
53/84
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Encryption

v RVP\ARVEUA v SBT
------ DR R I D
(RO =r (R
o Rl SuspT
~: R~ e
ENCRYPT(R.A) ENCRYPT(R;T)

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Decryption

v: RPUA RYE\ A v: SBT
U i:D
~: R~ fai
RV B
; E/'/) Rzﬁe D
~ R: ~:
DECRYPT(R.A) DECRYPT(R;T)

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Plan with profiles

Oavg(P)>100

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D="stroke’
GROUPBY T

HAVING avg(P)>100

TS,D,T
4 Ins(C,P)
Hosp(S,B,D,T)
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)

©SPDP Lab — UNIMI
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Plan with profiles

Oavg(P)>100
SELECT T, avg(P)
FROM HosP JOIN INS ON S=C
WHERE D="stroke’ m
GRoOuUPBY T

HAVING  avg(P)>100 ¢ s—c O
OD=tsaoke>

TS,D, T S0 SDT JuCP
Lo ; Ins(C,P) ol
Hosp($,B,D,T) | "= ¢ =
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)

©SPDP Lab — UNIMI
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Plan with profiles

Oavg(P)>100

SELECT T, avg(P)
FROM HOSP JOIN INS ON S=C
WHERE D="stroke’
GROUPBY T

HAVING avg(P)>100

TS,D, T S0 SDT JuCP
Lo ; Ins(C,P) ol
Hosp($,B,D,T) | "= ¢ =
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Plan with profiles

Oavg(P)>100

SELECT T, avg(P)

FROM HosP JOIN INS ON S=C
WHERE D="'stroke’
GRoOuPBY T

HAVING avg(P)>100

TS D, T S0 SDT! JuCP
G : INs(C,P) LG
Hosp($,B,D,T) | "= ¢ =
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Plan with profiles

Oavg(P)>100

SELECT T, avg(P)

FROM HosP JOIN INS ON S=C
WHERE D="'stroke’
GRoOuPBY T

HAVING avg(P)>100

TS D, T S0 SDT! JuCP
G : INs(C,P) LG
Hosp($,B,D,T) | "= ¢ =
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Plan with profiles

e TP
Oavg(P)>100> #DTP
SELECT T, avg(P) 280
FROM HosP JOIN INS ON S=C i
WHERE D="stroke’ s
GROUP BY T CaspTeE

< @D

HAVING avg(P)>100 e

TS,D, T v SDT v:CP'
‘ INs(C,P)

1

Hosp(SBD,T) | "~

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Authorized visibility

S is authorized for R iff she has
e plaintext visibility on plaintext (visible or implicit) attributes

e plaintext or encrypted visibility on encrypted (visible or
implicit) attributes

e uniform (plaintext or encrypted) visibility on equivalent
attributes
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Authorized visibility

S is authorized for R iff she has
e plaintext visibility on plaintext (visible or implicit) attributes

e plaintext or encrypted visibility on encrypted (visible or
implicit) attributes

e uniform (plaintext or encrypted) visibility on equivalent

attributes
Relation
HosP@H |NS@]L
H| SBDT CP
v I| SBDT | CP
~s¢c - Blu|ls DT | CP
Slx|s bpT| cp
Ply|sSBDT | CP
Z|S DT CP
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Authorized visibility

S is authorized for R iff she has
e plaintext visibility on plaintext (visible or implicit) attributes

Relation
HOSP@H | INS@I
H| SBDT C P | x cannotsee P

"‘._:: SC ;

Subject

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Authorized visibility

S is authorized for R iff she has

e plaintext or encrypted visibility on encrypted (visible or
implicit) attributes

Relation
HosP@H |NS@]L

fesC U|S DT | CP | xcannotsee B (norB)

X| S DT CP x cannot see B (nor B)

Subject

Z|S DT CP x cannot see B (nor B)

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Authorized visibility

S is authorized for R iff she has

e uniform (plaintext or encrypted) visibility on equivalent
attributes
Relation
HosP@H |NS@]L

vP I | SBDT CP x no uniform vis. on ~ { S ,C}
“: SC :

Subject

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Authorized visibility

S is authorized for R iff she has

Relation
HosP@H |NS@]L

"‘._:: SC ;

Subject

Y| SBDT CP v authorized

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Compute assignments

e Encrypting attributes not needed in plaintext for operands
evaluation can increase candidates

v: TP

~:5C

JuTP
:g‘C

v SDTCP
:‘9‘(1

7S,D,T S uSDT v CP
Ins(C.P)
Hosp(S.B.D,T) | "~ o

=

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)

©SPDP Lab — UNIMI 58/84



Compute assignments

e Encrypting attributes not needed in plaintext for operands
evaluation can increase candidates

v: P
'DT
~:SC
v: TP
D1
~:SC
: SDTCP
D
~SC
HU TUXYZH
vIGB
TS.D,T . wCP -
4 : I INs(C,P) H 4 INs(C,P)
Hosp(S.B.D,T) | "~ o Hosp(S,B,D.T)
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Minimally extended query plan

e Given a candidate for each node
o encrypt attributes when needed for obeying authorizations
o decrypt attributes when needed for the execution of an operation

SuTP
Relation Uy o) 0 :‘S)(H
HOosP@H | INS@I | TP
H SBDT CP HUYZXV' D1
I1|SBDT | CP =50
/U| S DT CP S SDTEP
2lx|s pT| CP HUYZX CPds=c D ih
AlY| SBDT CP SRSDT
Z| S DT | CP | IUXYZH@D—stokd >~ D
TS,D,T S SDT v:CP
I Ins(C,P)
Hosp(S.B,D,T) s ~;
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Minimally extended query plan

e Given

a candidate for each node

o encrypt attributes when needed for obeying authorizations

o decrypt attributes when needed for the execution of an operation

¥ Cavg(P)>100

Relation

INS@I

Subject
N MXa=Fg

nNDvmnnon I

CP |

os) o T »
UUUUUU%
A4 -4=
00000
U0 U T T

H

SuTP
DTP
S0

S u:SDTCP
B D

~:SC

Hosp(S,B.D,T) | “~:

SDT

7S,D, T S
I Ins(C,P)

©SPDP Lab — UNIMI
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INS(Customer, Premium)
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Minimally extended query plan

e Given a candidate for each node

o encrypt attributes when needed for obeying authorizations

o decrypt attributes when needed for the execution of an operation

©SPDP Lab — UNIMI

Relation Y
HosP@H | INS@I
H| SBDT CP |
I SBDT CP
g U| S DT CP
o X S DT CP
@l Y| SBDT | CP
Z| S DT CP JH
7S,D, T v SDT v CP
4 I INs(C,P)
Hosp(S,B.D,T) | "~ - ~:
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Minimally extended query plan

e Given a candidate for each node
o encrypt attributes when needed for obeying authorizations
o decrypt attributes when needed for the execution of an operation

Relation Y
HosP@H | INS@I

H| SBDT CP | X

I SBDT CP
g U| S DT CP w:?yDT(,‘P
o) X S D T C P S~ SO
@l Y| SBDT | CP

Z| S DT CP H

7S,D, T v SDT v CP
4 I Ins(C,P) g
Hosp(S,B.D,T) | "~ - ~:
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Minimally extended query plan

e Given a candidate for each node
o encrypt attributes when needed for obeying authorizations
o decrypt attributes when needed for the execution of an operation

Relation ¥ Tava(P)>10D
HosP@H | INS@I
H SBDT CP | X
I SBDT CP
g U| S DT CP w:I‘))TSCP
o X S DT CP e SC
@lY| SBDT | CP
Z S DT CP H
v (@
TSDT DT -
4 I INs(C,P)
Hosp(S,B.D,T) | "~ -
HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Minimally extended query plan

e Given a candidate for each node

o encrypt attributes when needed for obeying authorizations

o decrypt attributes when needed for the execution of an operation

Relation
INS@I
CP |

W W »

Subject

[es)
UUUUUU%

N XaE=5E
DO mn I
A4 4444 =
eXeloXeXe)

U U U TVTTO

H

T avg(P)>100

Y

*
Hosp(S,B.D,T) | "~

'.::SC_”

A

D1

i SC
v:DTSCP

D

7S,D, T

=

HosP(SSN, Birth, Disease, Treatment)
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Minimally extended query plan

e Given

a candidate for each node

o encrypt attributes when needed for obeying authorizations

o decrypt attributes when needed for the execution of an operation

v.T P
Relation @E@ ::;[s)cl[y
HosP@H |NS@]L R
H| SBDT CP x { DT
I SBDT CP =80
g U| S DT CP w:]L?TSCP
! X | S DT CP SO
a|lY| SBDT | CP
Z S DT CP
v: CP
TSD.T »SDT ~
4 : I Ins(C,P)
Hosp(S.B,D,T) s

©SPDP Lab — UNIMI

HosP(SSN, Birth, Disease, Treatment)

INS(Customer, Premium)

59/84



Minimally extended query plan

e Given

a candidate for each node

o encrypt attributes when needed for obeying authorizations

o decrypt attributes when needed for the execution of an operation

/Y

Relation

INS@I

Subject
N MXa=Fg

nNDvmnnon I

CP |

os) o T »
UUUUUU%
A4 -4=
00000
U0 U T T

H

SuTP
DTP
S0

SuT B
DT
~:SC

Sv:DTSCP
D
~:SC

Ho:

A
sp(S,B.D,T) | "~

7S,D,T

=
-
z
@
Q
z
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Key management

e Attributes in conditions comparing them must use the same key

— attributes in the same equivalence set in the root use
the same key

o Keys distributed to subjects in charge of enc/dec
v: TP

80 ksc: same key for S and C given to
TR H for encrypting S, I for encrypting C

kp: key for P given to
DR I for encryption, Y for decryption
~:SC

H

TS.D,T ST ~

* h
Hosp(S,B,D,T) | "~:
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Query dispatch

e Each sub-query is signed with the private key of the user and
encrypted with the public key of the assignee

FAD S Receives (reqg) Performf (qs)
S T,decrypt(P* kp) AS P
Y (Tavg(P)>100>< DTl SELECT
{ ~ ¥|llg (Pokeprg Jouvy |FROM [req]
:SC U Puby
WHERE P >100
i
< ‘ D P SELECT T,avg(P¥) As P¥
SO X |15 Tprigy Jpubgg FROM [reqy] JOIN [req;] oN S*=C
: GROUP BY T
o R[ SCH SELECT encrypt(Sksc),D,T
eSO H|[lgm.(SksC)lprig; Jpubgy FROM HosP
S WHERE D="stroke’
. SELECT encrypt(C,ksc),encrypt(Pkp)
I {[Tg1,(C:ksc) (Pke)lprig; Jouby | From Ins
v: G
TS,D,T SuSDT ~

Hosp(S,.B.D.T) | "~
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Summary

Novel and flexible approach for collaborative query evaluation

e authorities regulate access to their data
e users selectively involve external providers

e experiments show cost/performance savings in respect of
authorizations

Several variations/open issues still need to be considered ...
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Other Considerations



Economic/Performance Costs

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, "An Authorization Model for Query
Execution in the Cloud," in The VLDB Journal, vol. 31, n. 3, May 2022, pp. 555-579.
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Economic/performance costs

o Different authorized assignments may bear different
economic/performance cost:

o cost of encryption/decryption
o cost of computation

o cost of data transmission
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Economic/performance costs — Example

Y , “DTE Y Cavg(P)>100) i Pl
280 T ~:8C
'y
ST L v DR
X w D1 7 VTavg(P) D
~:8C 'y ~:8C
1 - SDICR
Zv Dg—C i |
T . ~:8C
Sl i - wSDE
H (O stroke> ZCODstroke > i
Y ~:
v: P 2. SDT \ v GP
; ; CP
TS.D,T SuSDT ~ TS,D,T ~ ~
4 . I|  Ins(C.P) H ’ I INs(C,P)
Hosp(S.B.D,T) | “~: Hosp(S,B,D,T)

— determine an assignment that leverages on-the-fly encryption to
minimize overall cost (including cost of encryption/decryption)

HosP(SSN, Birth, Disease, Treatment) INS(Customer, Premium)
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Computing a minimum cost assignment

e Two steps approach:

1. Compute candidates based on authorizations and assuming to
encrypt all attributes not needed in plaintext for operands evaluation

2. Determine an assignment such that the resulting query plan has
minimum cost

e Minimization of the overall cost of query execution:

min(OP_EXEC + ENC_DEC + TRANSF)
operation execution encryption/decryption data transfer
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Trusted Hardware

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Distributed Query Execution under
Access Restrictions,” in COSE, vol. 127, April 2023

©SPDP Lab — UNIMI 68/84



Trusted hardware — 1

e Providers could be equipped with trusted hardware components
for query execution

N

/ """"" computational \ e

providers

data authority data autﬁorlty

— need to integrate the use of a trusted hardware in the
authorization model by properly defining its visibility over the

data
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Trusted hardware — 2

e Transmission of data to the trusted hardware is mediated by the
subject hosting it

e Modeled as a different subject with authorizations more
permissive than the ones of the subject hosting it

o can access in plaintext at least the same attributes accessible to
the hosting subject

o can access in plaintext or encrypted a subset of the set of plaintext
and encrypted attributes accessible to the hosting subject
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Data Encryption in Storage

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Distributed Query Execution under
Access Restrictions,” in COSE, vol. 127, April 2023
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Encryption for protecting data in storage

Data stored at external storage providers might be encrypted by their
owner for confidentiality

user

computational ===
providers ﬂ
- ~
storage storage ‘

data provider provider data
authority authority

need mechanisms to support collaborative query execution over
encrypted data
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Collaborative computations over encrypted data

e In-storage encryption
o is static and might not support the evaluation of the operations

o is independently applied by each owner (different schemas and/or
keys) and hence does not support comparison

= re-encryption by authorized subjects to support collaborative query
execution over data encrypted in storage

o Relation profile extended to capture the possible encrypted
representation of attributes in storage
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Data and Computation Integrity

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, R. Sassi, P. Samarati, “Sentinels and Twins: Effective
Integrity Assessment for Distributed Computation,” in IEEE TPDS, vol. 34, n. 1, January 2023, pp. 108-122
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Data and computation integrity — 1

e Data storage and processing may be performed by non
trustworthy providers

e Need mechanisms that provide integrity for query results:

o correctness: computed on genuine data
o completeness: computed on the whole data collection

o freshness: computed on the most recent version of the data
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Data and computation integrity — 2

e Deterministic solutions based on a data structure (e.g., signature
chains, Merkle hash trees, skip lists), need knowledge of the
workload

e Probabilistic solutions based on dynamic insertion of control
information:

o markers/sentinels: fake tuples/tasks for which result is known

o data job/replication: replicated tuples/tasks to check consistency in
the result
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Probabilistic approach for join queries

e A client, with the cooperation of the storage servers, can assess
the integrity of joins performed by a computational cloud

Protection techniques:
o encryption makes data unintelligible

o markers, fake tuples not recognizable as such by the computational
cloud (and not colliding with real tuples)

o twins, replication of existing tuples

A marker missing or a twin appearing solo = integrity violation

Probabilistic guarantee depending on the amount of control
(markers and twins) inserted
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On-the-fly encryption

e Server S encrypts B(I, Att), obtaining By (Ix, B. Tupley)
o Foreach tin B, there is tin By: t[I;]=Ex(t[1]) and t[B. Tupley]=Ex(t)

o Eis a symmetric encryption function with key k
o k is defined by the client and changes at every query

e Encryption provides data confidentiality

L R J
1 | Attr 1 | Attr L.I | L.Attr R.I | R.Attr

L |a|Ann ri|alflu | a [Ann a [flu r

I, | b | Beth | a | asthma L | a |Ann a |asthma |nr,

Iz | ¢ | Cloe r3| b | ulcer I | b |Beth b |ulcer 3
r4| € | hernia
rs| e |flu
r¢| € | cancer
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On-the-fly encryption

e Server S encrypts B(I, Att), obtaining By (Ix, B. Tupley)
o Foreach tin B, there is tin By: t[I;]=Ex(t[1]) and t[B. Tupley]=Ex(t)

o Eis a symmetric encryption function with key k

o k is defined by the client and changes at every query

e Encryption provides data confidentiality

Le Ry Ji
I L.Tuplek I R.Tuplek L.Iy| L.Attry R.li| R.Attr
a A a p1 a A a pi
B A a P2 o A o P2
Y A3 B p3 B A B p3
€ P4
€ Ps
€ P6
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Markers

e Artificial tuples injected into L by S; and R by S,
o not recognizable by the computational server
o do not generate spurious tuples
o inserted in a concerted manner to guarantee that they belong to the
join result

e The absence of markers signals incompleteness of the join result

L R J
1 | Attr 1 | Attr L.l | L.Attr R.I | R.Attr

L |alAnn ri|alflu L | a |Ann a [flu r

I, | b | Beth | a | asthma L | a |Ann a |asthma |r,

Iz | ¢ | Cloe r3| b | ulcer I | b |Beth b |ulcer r3
r4| € | hernia
rs| e |flu
re| € | cancer
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Markers

e Artificial tuples injected into L by S; and R by S,
o not recognizable by the computational server
o do not generate spurious tuples
o inserted in a concerted manner to guarantee that they belong to the
join result

e The absence of markers signals incompleteness of the join result

L* R* J*
1 | Attr 1 | Attr L.l | L.Attr R.I | R.Attr
L |alAnn ri|alflu L | a |Ann a [flu r
I, | b | Beth | a | asthma L | a |Ann a |asthma |r,
Iz | ¢ | Cloe r3| b | ulcer I | b |Beth b |ulcer r3
my| X | marken r4| € | hernia my| x | marken x | marker, | my
rs| e |flu
re| € | cancer
my X | marker,
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Twins

e Duplicates of tuples that satisfy condition Cy;, that
o is defined on the join attribute 1
o tunes the percentage p; of twins

o is defined by the client and communicated to S; and S,
e Twin pairs are not recognizable by the computational server

e A twin appearing solo signals incompleteness of the join result

L R J
| | Attr 1 | Attr L.I | L.Attr R.I | R.Attr

L |alAnn ri|alflu L | a |Ann a [flu r

I, | b | Beth | a | asthma L | a |Ann a |asthma |nr,

I3 | ¢ | Cloe r3| b |ulcer L | b |Beth b |ulcer r3
r4| € | hernia
rs| e |flu
r¢| € | cancer
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Twins

e Duplicates of tuples that satisfy condition Cy;, that
o is defined on the join attribute 1
o tunes the percentage p; of twins

o is defined by the client and communicated to S; and S,
e Twin pairs are not recognizable by the computational server

e A twin appearing solo signals incompleteness of the join result

L* R* J*
| | Attr 1 | Attr L.l | L.Attr R.l | R.Attr
L | a|Ann ri|alflu 4| a [Ann a [flu r
I, | b | Beth | a | asthma L | a |Ann a |asthma |nr,
I3 | ¢ | Cloe r3| b |ulcer L | b |Beth b |ulcer r3
L | b |Beth r4| € | hernia L | b |Beth b |ulcer 73
o rs| e |flu
r¢| € | cancer
73| b |ulcer
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Probabilistic approach for join queries — Example

CLIENT

COMPUTATIONAL CLOUD

R ]

STORAGE SERVER §; STORAGE SERVER S,
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Probabilistic approach for join queries — Example

CLIENT

COMPUTATIONAL CLOUD

twins twins

_ markers L* R* markers :
STORAGE SERVER S; STORAGE SERVER S,
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Probabilistic approach for join queries — Example

CLIENT
* *
Lk Rk
COMPUTATIONAL CLOUD T
encrypt encrypt

twins

_ markers markers :

STORAGE SERVER S;
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Probabilistic approach for join queries — Example

CLIENT
J *
k
A
/ \
* *
Lk Rk
COMPUTATIONAL CLOUD T
encrypt encrypt
twins twins
_ markers markers :
STORAGE SERVER S; STORAGE SERVER S,
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Probabilistic approach for join queries — Example

CLIENT declrypt
[
J *
k
A
/ \
* *
Lk Rk
COMPUTATIONAL CLOUD T +
encrypt encrypt
twins twins
_ markers markers :
STORAGE SERVER S; STORAGE SERVER S,
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Probabilistic approach for join queries — Example

check integrity/clean up

CLIENT declrypt
|
J *
k
A
/ \
* *
Lk Rk
COMPUTATIONAL CLOUD T +
encrypt encrypt
twins twins
_ markers markers :
STORAGE SERVER S; STORAGE SERVER S,
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Markers and twins: Integrity guarantees

e The guarantee offered by markers and twins can be measured as
the probability of the computational cloud to go undetected when
omitting tuples

e Markers and twins offer complementary protection:

o Twins are twice as effective as markers, but loose their
effectiveness when the computational cloud omits a large fraction of
tuples (extreme case: all tuples omitted)

o Markers allow detecting extreme behavior (all tuples omitted) and

provide effective when the computational cloud omits a large
fraction of tuples
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Markers and twins: Some considerations

e For 1:n joins, join profile needs to be protected (salts and buckets)
e Markers and twins need to be non recognizable

e Consideration of generic computations involving different sets of
workers
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Conclusions

e Advancements in ICT and networks:

o enable new and better applications and services, bringing social
and economic benefits

o need to address new security and privacy risks and challenges

... towards allowing society to fully benefit from information technology
while enjoying security and privacy
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